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ABSTRACT

A secret code based communication system over a local network is the subject system. This is a
communication system that relies on the algorithms to encrypt and decrypt that is able to work
with any type of message and files exchanged amongst computers connected on a local area
network. The message and files are encrypted using secret keys that are selected by the sender
and this secret key is made known via SMS to the receiver on his/her phone number. At the
receiving end the message is retrieved upon entering the correct key similar to the one used to
encrypt. In gathering requirements, consultation, interviews and document review concerning the
existing security systems and their weakness were used. It was from the analysis of the gathered
information that the development of secret code based communication system over a local
network system kicked off. I designed the system in visual basic studio and wrote the code in C#
which provided me with the basic picture on how the system would work and be integrated from
it's constituent subsystems. The subparts of the system were tested prior to the system testing
after which they were integrated. The functionality of the system was under the control of the
algorithm/code that was written in C#. The system was finally subjected to system testing to

verify and validate it is working.



CHAPTER ONE: INTRODUCTION.

1.0 Background
Internet and mobile communication have become vital part of our lives in the recent decade, but
almost all of it is exposed to criminals [1]. Wireless networks have significantly impacted the
world, since their initial deployment. These networks have continued to develop and their uses
have significantly grown.
In network communication systems, exchange of information mostly occurs on networked
computers, mobile phones and other internet based electronic gadgets. Unsecured data that
travels through different networks are open to many types of attack and can be read, altered or
forged by anyone who has access to that data [2].
The concept of saving sensitive information, keeping them secure is parallel to it [2]. Many
techniques are introduced to safely transfer data over internet and these use encryption and
decryption methods however, new methods are also coming into practice day by day.

These essential requirements of secure communication over computer networks are ensured
through cryptographic protection.  Encryption is what provides communication with
confidentiality, the assurance that transmitted information is only read by the recipient and not
by an eavesdropper [3]. Authentication of users and data is provided by message authentication
codes and digital signatures. The security of these functions relies on the fact that a legitimate
user knows some secret information, a key unknown to attackers. If attackers somehow figure

out this key, they can fully breach the systems security [3].

1.1 Problem statement

In any organization, secrecy and privacy are of paramount importance especially when more
confidential and sensitive information is stored on computers and transmitted over the Internet,
and there is a need to ensure information security and safety

However, the available security mechanisms for instance the use of passwords and firewalls are
highly vulnerable to security threats any time such as interception and modification making these

files and messages accessed by unintended parties or altered [4].
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