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ABSTRACT
Signature is a behavioral biometric, it is not based on the physical properties, such as fingerprint

or face, of the individual, but behavioral ones. The reality is that signatures can be easily forged,
resulting into costly outcomes, therefore signature verification system was needed to be
developed. Signature verification is the process used to recognize an individual’s handwritten
signature. It involves two separate but strongly related tasks: one of them is identification of the
signature owner, and the other is the decision about whether the signature is genuine or forged.
A Static signature verification system using android mobile phone was developed where a
signature is written offline such as bank cheque and the system reads the image scanned, and
then verifies it with the signatures in database of the customer, It’s mainly to be used in banking
applications, government documents, signing of treaties between countries and student mark
sheets. Such a system will remove the manual verification of signatures; two people verifying the
same signature will have different opinions and will derive different conclusions about the

authenticity of it. It is a more accurate method of verifying signatures of individuals.

Vi



Table of Contents

ACKNOWLEDGEMENTS ...ttt sttt e et e et e e e saa e e e nae e e asaeeeseaeanes I
] L0 I N I [ ] SRR I
APPROWVAL .ttt ettt e e et n e e e tae e rreearea e i
LISE OF ACTONYIMS ...ttt bbb bbbt b bbbt e 1\
TADIE OF FIQUIES ...ttt ettt et e s e bt e steebe e beenbeeneesbeeneeareenteennens v
ABSTRACT ..ottt ettt ettt s et e s e e st e b e et et e R e b et e Rt e R e b et e Rttt e e e re bt enenne s Vi
CHAPTER ONE ...ttt sttt bbbt n et st se e b e sbe s eneate e 1
INTRODUCTION ..ottt ettt sttt sttt se bt e s e b e e be e eneabenee s ene s s 1
IO ST Uod (o {1 o T SRR 1
1.1 Problem STAteMENT ......cviiieciee ettt nee e 2
1.2 ODJECHIVES. ...ttt bbbttt bbb bbbt bbb 2
1.2.1. GENEIal ODJECTIVE ..ottt bbb 2
1.2.2 SPECITIC ODJECLIVES ....c.eiiiiieiieieeee bbbt 2

IR IS T [ = = USSP 2
T ol o] o[- SO ROTRPUPRUPRRPPIN 3
CHAPTER TWO ..ottt ettt ettt ettt s et st e st beste s enenre e 4
LITERATURE REVIEW ....ocoiiiiiiie ettt sttt ane e 4
P20 O I 111 0o L1 od 1 o] OSSR 4
2.1 Categories of signature VErifiCation SYSTEIMS.........ccviiriiiiieieie e 4
2.2 Definitions, Descriptions, and CONCEPLS .......vevvereeieriereeieseese e e e e see e eneesree e enee e 5
2.2.2 IMAJE PrEPIOCESSING .euverteteitesiessieseestetestestesbe bt besseese et e s et e sbesbe bt e beese e e e b e nbeabenbesbeene e 5
2.2.3 FEAUIE EXIFACTION; ..cvviiiiiiieciiceeee ettt bbb 7
2.2.4 Classification (verification in the signature verification field);..........c.cccovviviiiiinnnnnn 7
2.2.5 Performance eValUALION; ..........cuuieieieieie et 7
2.2.6 Discrete Wavelet Transform (DWT); ..ot 7
2.2.7 Back propagation Neural Network (BPNN ..o 7

2.3 Existing of signature recognition and verification SYStemMS ...........cccocvevivereiieneeie e 8
2.4 TMAGE PIOCESSING .. .vevetieteeseeseestestesteste bt eseese et et et e besbe bt e beese e ee b e sbesbe s bt et e esees e e b e nbeebesbeabeene e 9
2.4.1 PUrp0oSe Of IMage PrOCESSING .....ccueeirieieiteitesiesteeieeieeee ettt sbe st sb e e bbb 9
2.4.2 Steps involved in Signature verification image processing SYStem;........cccccvevererennnn. 9
Table 2.1: Summary Of eXiStiNG SYSIEMS ......cciiiiiieiie e 10

vii



2.5 PrOPOSEA SYSTEIM ...ttt sttt ettt ettt e b et e be e be e e e s b e nbeeneesneees 11

CHAPTER THREE ...ttt sttt e et e e et e e snb e e e s e e e nneeeenneeeans 12
METHODOLOGY .ottt ettt e et e e et e e et e e et e e anbe e e anbe e e snbeeennaeeennnes 12
3.0 INEFOUUCTION ..t bbbttt b ettt sb et beebeane s 12

B T0 A VES1 11 10 (1o RSSO 12
3.1.1 Data COHBCIION .....eiiieiieieie et bbb bbb 12
K B L B N 4T 1Y £ PS 12
RISVt (=T 1 (=] o o PSR 12
3.2.1. System BIOCK QIAQIam.......c.oiuiiiiiiiieieieieesie e 13
3.2.2 Design and Development TOOIS ........ccoiiiiiiiiiiieeeee e 14

3.3 Testing and Validation ..........ccoeeiiiiiiiiie s 14
TR 0 LU T A (5 € o PRSP 14
3.3.2 INteQration tESEING ......cvecvieie ettt ettt et e e sreeneenne e 14
CHAPTER FOUR ...ttt sttt sttt sttt sttt bt seebeabe st eneanenes 15
SYSTEM ANALYSIS AND DESIGN.....cccoiiiiiiiiiii it 15
4.0 SYSTEM ANAIYSIS ...t bbbt 15
4.1 FUNCHONAT ANAIYSIS: ...ttt bbb 15
4.2 ReqUITEMENTS ANAIYSIS ..uviiiiiitiiei ettt b e 15
4.2.1 FUNCHIONAl REQUITEIMENTS ..ottt 15
4.2.2 Non-functional reqQUITEMENTS. ..........coiiiiiicie et sra e 16
4.3 SYStEM REQUITEMENTS: .. ueitieieitie ittt sttt et e s te e re et e e besneesreeneenee e 16

4.4 SYSEEIM DIBSIGN ...vteitieiie ettt e st et e s bt e st e et e e se e s be et e srseareeteeneesreenreenre e 17
4.4.1 FIOW Chart DIGQIaM ......c.ccoviiiiiiieie ettt e e te s sreenneenne e 17

4.5 SYStEM OPEIALION .....cvievieieiiiteee ettt e et e st e e e st e e sbe e s e sssesbeentesaeesreenreenee e 18
4.6 Logical and PRYSICAl DESIGN ......ccuviuiiiiiiieiiesierie s 18
4.6.1 Recognition INtErface DESION ........couciriiirieieie e 18
4.5.2 Verification INterface DESIGN .......coveiriiiiiiiiieie e 20

4.7 DAADASE DESIGN ...ttt bbb bbbttt bbbt r s 21
CHAPTER FIVE ...ttt sttt bttt se et st aenenre e 22
SYSTEM IMPLEMENTATION AND TESTING........ccoieiiiiiieietseietee e 22
5.0 INEOTUCTION ...ttt ettt se e bt e be e b e s b e nbeenbenneenes 22
5.1 Development PIatFOrM .........ooiiiic e 22



ST O To [0 (1] o [PPSR 22

5.3 SYSEM TESTING ...ttt bbbt b e b e bbb ene s 25
5.3.1 Testing of the data acquisition SUDSYSTEM. ..........ccueiiiiiiiiiiiee s 25
5.3.2 Testing for signature detection Module ............cccooeiiiii i 25
5.4 SYSteM VErITICALION .....cc.eiiiiicce ettt nte e ns 25
5.5 ValIJAIION ... bbb bbb are s 26
IR T o] (0771 1] o SRS 26
(O 1 el I S PRSPPI 27
DISCUSSIONS AND RECOMMENDATIONS .....oooiiiee ettt 27
6.0 Discussions and reCOMMENTALIONS. ...........oiiiiriiieieieiese ettt 27
6.1 SUMMArY OF the PrOJECT ... 27
6.2 Recommendations fOr fULUIE WOTK...........ccccuiiiiiiiiiieee e 27
6.4 CONCIUSION.......viiiiiieie ittt ettt b ettt b e b e e s et e b et e sbesbesbenbeerean 28
RETEIENCES oottt bbbt bbb bRt R ettt bbb n e 29
AN o] 0T a0 =SSR 31
Appendix 1:- Full code of signature recognition and verification System ............ccccocvvnennnne 31

Appendix 2:- SIGNAtUIe SCIEENSNOTS. .........oieieiiierieite st 38



CHAPTER ONE

INTRODUCTION
1.0 Background

Every day, millions of transactions take place all around the world which uses signatures as a
means of authentication, where every individual has a unique signature. The reality is that
signatures can be easily forged, resulting into costly outcomes, and forgery mainly depends on
the three different types: “random forgeries” which are produced without knowing either the
name of the signer nor the shape of his signature; “simple forgeries” which are produced by
those who know the name of the signer but do not have an example of a genuine signature; and
“skilled forgeries” which are produced by those who have access to a genuine signature (or a

copy) and attempt to imitate it as closely as possible[1].

For businesses reliant on signatures such as in banks, intelligence agencies and high-profile
institutions to validate the identity of an individual, Signature Recognition and Verification
System is faster, more cost-effective and accurate than human eyes which is essential in various
banking operations such as cheque clearing, manual fund transfer, as automated banking
transactions, electronic fund transfers, document analysis, and access control and among others
instead of employing operators (human labour) to perform manual signature comparisons on all
transactions daily, the system engine automatically performs this task, and human operators are
only alerted when questionable cases call for human verification. This saves time and energy and
helps to prevent human error during the signature process and lowers chances of forgeries in the

process of authentication[2].

Signature Recognition and Verification System has now become lightweight, fast, flexible and
more reliable with multiple options for storage in database. [3] It can automatically search for a
signature within an image or file. Signature Recognition and Verification System is categorized
into two types, Offline Signature Recognition and Verification System and Online Signature

Verification System.
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