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ABSTRACT
Security is a leading factor for establishing and maintaining customer trust in mobile money services

(MMSs). MMSs in Uganda rely on the use of Personal Identification Number (PIN) as an
authentication method. However, a PIN can be easily guessed, forged or misused. This report explores
security challenges in MMSs and weaknesses associated with the current Mobile Money
Authentication (MMA) method and a model integrated with biometrics authentication as an
alternative.

The project aimed at integrating biometrics authentication into mobile money services to reduce
mobile money fraud. It combines the current approach of using PIN and adds another layer of security
that uses fingerprint recognition technology. Evaluation of the project shows that it mitigates security

vulnerabilities that exist in the current MMA method.
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CHAPTER ONE: INTRODUCTION
1.1 Background
Mobile Money can be defined as an electronic wallet service, that lets users store, send and receive
money using their mobile phones (both smartphones and basic feature phones).
It was first introduced in March 2009 and currently there are seven mobile money schemes in Uganda
which include MTN Mobile money, Airtel Money, M-sente, Africell money, Zap, M-cash and Eeezy
Money. It has been adopted by a number of user and currently standing at 18.5 million registered
accounts, from a mere 10,011 accounts 7 years ago making it 53% of Uganda’s population.
Mobile money offers enormous flexibility to customers as to deposit money as float onto their SIM
card-based account which can later be converted into cash at any mobile money agent. In its initial
stages, Mobile money was largely limited to person-to-person money transfer but with the growing
interest from stakeholders, coupled with competition among the mobile network operators (MNOs),
this platform has expanded the range of services to include more complex services like payment of
utility bills, school fees, airtime purchase, direct purchase of goods and services and now
MTNMoKash. Mobile money has now made it possible for users to access their bank accounts using
their mobile phones without having to physically visit their bank branches for example CenteMobile
used to access bank accounts in centenary bank, This has therefore made mobile money a popular
alternative to bank accounts.
For mobile money services to be widely accepted and adopted it is important for operators to
overcome the following challenges, interoperability, usability, simplicity, universality, and
security[ 1]. Among all these challenges security is the most crucial one. Currently security in mobile
money platforms in Uganda rely on the use of Personal Identification Number (PIN) as an
authentication method to prove if the subscriber is an authorized user for example the user initiates a
service request for example cash withdraw, enters the amount he/she would wish to withdraw and
then he is prompted to enter the PIN in order to complete the request. But the use of PINs as a security
mechanism in such services is less effective. This is because the uniqueness aspect of the PIN is
artificially set thus can easily be compromised for fraudulent purposes. Also PINSs are easily misused,
due to their shortcomings (Forgotten, lost, copied, shared and distributed).
This therefore calls for another layer of security in mobile money services that integrates biometric

technology to make the system more secure and increase customer trust in using the service.



e Also internet subscription required a lot of money since most of the research was done online.

6.2 Recommendations
e Transactions used for demonstration are limited to balance inquiry, cash withdraw and cash

deposit. However, more services offered by mobile money can also be added.

e Further development and study should be carried out in the field of integrating the application
with all mobile money platforms such that the users’ funds are more secure thus creating a
comfortable zone for the user(s) to store large sums of money on their mobile money accounts.

e Application should be done with a server that is remote to imitate the actual Mobile money
system.

e At the moment, the system is designed for a single account but for the actual mobile money

system millions of customer Accounts can be handled and hosted on the MNO’s servers.

6.3 Conclusion
This report explores security challenges in MMSs and weaknesses associated with the current MMA

method, and the developed model that integrates biometrics authentication into the system as an
alternative solution. Findings indicate MMSs are carried in the environments which are vulnerable to
access attacks. The use of PIN as authentication method is vulnerable to illegal MMSs access. To
address this problem, a model integrated with biometrics that uses both PIN and fingerprint
recognition technology has been developed as an alternative. Evaluation of the developed model
shows that if this model is implemented, security of MMSs and customers’ trust will be enhanced.

MNOs are therefore advised to implement this model.
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